tion of personal data makes no sense; its
aim was, rather, to point out that substantial
questions remain unanswered over the basic
conceptual features of the recent regulation
and its European background.

Instead of discussing the real basics of the data
protection regulations, their purpose and effects,
we often tend to analyse only internal questions

and problems. However, the concept is not so
well-grounded in the legal system and in legal
practice that we need to ask “Why should we
not have this regulation.” Instead, we should ask
(analogically to Lessig’s question about intellectual
property rights): “Why should we have it?”

Personally, | think that there are, in fact,
very solid grounds for argument in favour

of the administrative protection of personal
data. However, in order to reach the desired
legitimacy at European and national level,
the regulatory model needs to be confronted
with these paradoxes and, consequently,
reshaped. Otherwise, there is a danger of
a conflict of validity'® in which the law can
never succeed.
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Positivism, Oxford University Press, New York, 2002. p. 83 Besides the conflict of
legal and social or ethical validity, we also see now the emerging conflict between
the legal and economic validity of laws which is dealt with by the popular stream
in contemporary legal theory named “The Law and Economics”.

In March 2006 the European Union adopted
a directive on the retention of traffic and
location data which aimed to put an end to
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a vigorous debate on this issue among Euro-
pean Union institutions, industry players and
privacy advocates. In this paper we shall offer
a critical analysis of the detailed provisions of
the directive in the light of the implementation
procedures in the various Member States.

1. Introduction

The retention of traffic and location data has
been at the centre of discussion for several
years within the European Union. Notwith-
standing the existence of major differences in

the approaches to the issue among the bodies
of the European Union, privacy advocates
and industry players [1], the European Union
adopted in March 2006 a directive! to regulate
it. However the debate regarding telecom-
munications data retention did not appear
to stop. Ireland has challenged the directive
before the European Court of Justice?, arguing
that the legal basis chosen for its adoption was
not correct and that the relevant legal instru-
ment should have been taken under the Third
Pillar. The directive should be transposed into
national law by the 15" of September 2007,
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but it appears that the majority of e Member
States will not complete the implementation
procedures before this date.

2. The way to the directive

Although attempts to regulate the retention
of traffic data for criminal investigation and
prosecution purposes were introduced at least
five years ago [2], the point of decision for the
adoption of such a European legal instrument
came with the terrorist attacks in Madrid. In
fact, soon after the attacks took place, the
Council in its declaration on combating terror-
ism of March 20043 considered the retention
of communications traffic data by service
providers as an adequate measure to combat
terrorism and urged that proposals be made
for establishing relevant rules, stressing that
these proposals ‘should be given priority with
a view to adoption by June 2005

One month later, the French Republic, Ire-
land, the Kingdom of Sweden and the United
Kingdom prepared a proposal for the adoption
by the Council of a ‘Framework Decision on
the retention of data processed and stored
in connection with the provision of publicly
available electronic communications services
or data on public communications networks
for the purpose of prevention, investigation,
detection and prosecution of crime and crimi-
nal offences including terrorism’s. This was
the beginning of a very difficult period within
the European Union. This was characterised
by official but secret negotiations among the
Council, the Commission and the European
Parliament, as well as by serious opposition
from civil liberties organisations® and industry
actors, but it ended with the adoption of the
recent Data Retention Directive.

The European Data Protection Supervisor
(EDPS) issued an opinion on the Proposal
for the Data Retention Directive’ in which
he stated that ‘[he] is as yet not convinced
of the necessity of the retention of traffic and
location data for law enforcement purposes,
as established in the proposal’®.

Moreover he gave his view that in order for the
directive to be acceptable, the actual needs of
law enforcement should be taken into consid-
eration for the determination of the retention
period or the data that are to be stored. Fur-
thermore, he asked that the provisions of the
directive respect the rights of the data subjects
and general data protection principles.
However, the directive did not take into
consideration all the recommendations and
comments that were made by the EDPS. In
fact, the aforementioned Opinion itself was
not mentioned in the preamble to the Direc-
tive despite the fact that it was specified in

the Opinion due to the mandatory character of
Article 28 (2) of Regulation 2001/45/EC°.

3. The Data Retention
Directive

3.1. Retention of traffic and location
data for law-enforcement purposes.

The scope of the Data Retention Directive is
to ensure that traffic and location data, as
well as data that are necessary to identify the
subscriber or registered user, will be available
for the purpose of ‘investigation, detection
and prosecution of serious crime, as defined
by each Member State in its national law’.
Contrary to the initial plans of the Council,
the directive does not include the prevention
of crimes within its scope of application.

3.2. How will Member States define
‘serious crime’?

The directive does not include a definition of
the term ‘serious crime’, a task which is left to
the Member States to regulate in their national
legislations. The Council urged Member States
‘to have due regard to the crimes listed in
article 2(2) of the Framework Decision on the
European Arrest Warrant'® and crime involving
telecommunication’!. Nevertheless, due to the
fact that each Member State is to define serious
crime individually, deviations in the scope of
application of the directive are to be expected.
The demands already expressed in Germany il-
lustrate how the definition of ‘serious crime’ can
be stretched and provide a powerful argument
to the effect that Member States should be very
careful when they transpose the directive into
their national legislation.

The Director of the German Chapter of the
International Federation of Phonogram and
Videogram Producers (IFPI) called for the rapid
implementation of the Data Retention Directive
so that data records could be made available
for civil law disclosures and file-sharers could
be traced. This demand produced a reaction
from Hannes FeperraTH, Professor of Information
Security Management at the University of Re-
gensburg, who reminded the representatives of
rights-holders that “what [they] are demanding
here goes beyond what prosecutors of consum-
ers of child pornography get”. 2

3.3. Who has an obligation to retain
data?

The directive aims at the harmonisation of
the obligations of providers of publicly avail-
able communications services or public com-
munication networks. The terms ‘electronic
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communications network® and ‘electronic
communications service''* are defined in arti-
cle 2 (a) and (c) of the Framework Directive'®
respectively. The wording of the definitions can
lead to a very broad interpretation of the term
and so to a very broad group of providers who
qualify as ‘providers of public communications
networks’. In any case, the directive missed
the opportunity to define the term ‘providers of
publicly available communications services or
public communication networks’ in detail and
avoid differing interpretations among Member
States. The Article 29 Working Party has also
identified the need for clarification of these two
terms, stating explicitly that “both definitions
‘electronic communications services and ‘to pro-
vide an electronic communications network’ are
still not very clear and that both terms should
be explained in more detail in order to allow for
a clear and unambiguous interpretation by data
controllers and users alike"

According to recent data retention legislation in
France, the data retention obligations apply to
Internet cafés, hotels, restaurants, and, gener-
ally, to any person or organisation providing
Internet access, free or for a fee, as a main or
side activity'’. In ltaly internet cafés are already
obliged to ask for an identification document
from any of their customers and, further, to log
the owner's name and the type of the identifica-
tion document'®, The German draft is currently
considering anonymisation services as providers
who will have to retain data, so making them,
in practice, superfluous.

Recital 13 of the Data Retention Directive
states that “data should be retained in such
a way as to avoid their being retained more
than once”. However, this is not obvious in
practice, especially with regard to internet
services. In order to use a service on the in-
ternet, users make use of services provided by
several different providers at the same time,
and they may use different access providers
to access the same service. In such a context
it becomes rather cumbersome to define
who shall be the provider to retain which
data. This issue seems to have been in time
identified by some Member States, such as
Sweden, that are preparing legislation that
takes account of the layered structure of serv-
ices on the internet and will most likely make
detailed provisions regulating which providers
will have to retain which types of data.

3.4. What data are to be retained?

The Data Retention Directive calls for the
retention of traffic and location data as well
as any related data necessary to identify the
user or the subscriber, whilst no content data
shall be retained. The directive asks also for
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the retention of data relating to unsuccessful
call attempts (Art. 3(2) DRD), although the
Article 29 Working Party had expressed an
opinion to the contrary!®. However, neither
data relating to unconnected calls (Art. 3(2)
DRD) nor data relating to web browsing [3]
are to be retained.

The above-mentioned data are retained when
they are generated or processed and stored
(for telephone data) or logged (for internet
data) by providers of publicly available
electronic communications services or of a
public communications network within their
jurisdiction in the process of supplying the
communication services concerned (Art. 3(2)
DRD). Although the defenders of the directive
claim that the providers will not need to retain
more data than those already generated or
processed in the process of supplying their
communications services (Art 3 (1) DRD), it
can also be argued that, when providers offer
flat-rate charging systems, they would not
need to retain data at all, as the latter would
not be needed for billing purposes.

3.4.1. Types of data to be retained

The Data Retention Directive, however, does
not ask for the retention of any traffic data
generated or processed by the provider, but
includes a detailed list with the categories
of data to be retained in Art. 5. The main
categories of these data include:

a) Data necessary to trace and identify the
source of a communication;

b) Data necessary to identify the destination
of a communication;

c) Data necessary to identify the date, time
and duration of a communication;

d) Data necessary to identify the type of
communication;

e) Data necessary to identify users’ com-
munication equipment or what purports to
be their equipment;

f) Data necessary to identify the location of
mobile equipment.

Although article 5 contains a very detailed list of
the data that are to be retained by the providers,
this solution is criticised as being very rigid to
adjust to new technologies. In the Proposal of
the Directive?, it was provided that only general
categories of data would be included in the text
of the directive, whilst a detailed list would be
attached as an Annex. For the revision of the
Annex, a Comitology procedure?! was envisaged
(Art. 6 Proposal DRD). This approach seems
to be being followed by the Netherlands, who
will not include a detailed list of the data to be
retained in the body of the relevant law, but
will incorporate them in an Annex which can
be modified by an administrative decree by
following a simpler procedure.

E—

3.5. Retention period

3.5.1. ‘Normal’ retention period: 6 to 24
months

One of the main goals of the directive was to
harmonise retention periods, which differ sig-
nificantly among those Member States which
already have data retention legislation. In Italy,
for example, telephone traffic data is to be
retained by the provider for twenty-four months
for the detection and suppression of criminal
offences. This may be extended to forty-eight
months, exclusively with a view to detecting
and suppressing organised crime, Cybercrime
and crimes committed within an organisational
(mafia) structure or for services delivered by
a citizen to a hostile state?. Irish legislation
allowed the Garda Commissioner (Ireland’s Na-
tional Police Commissioner) to request service
providers to retain data for a period of 3 years
for specific purposes and disclose them when
asked??. Poland has even called for a new law to
introduce mandatory telephony data retention
for 15 years, following a complaint from local
investigators that they are unable to prosecute
corruption effectively without telephone billing
data from the last 4 years.?*

The directive tries to put an end to these wide
variations and provides for the data to be re-
tained for periods of not less than 6 months and
fora maximum of two years from the day of the
communication (Art. 6 DRD). This choice can
be seen as in the middle of the suggested reten-
tion periods included in the Draft Framework
Decision of April 2004 and the Commission
Proposal for a Data Retention Directive.

Art. 15 (3) of the directive allows Member
States to postpone the application of the
directive ‘to the retention of communications
data relating to Internet Access, Internet te-
lephony and Internet e-mail’ until 36 months
following the date of adoption of the directive.
16 member-states have taken advantage
of this derogation and have declared their
decision to postpone the retention of such
data, together with Romania and Bulgaria
who joined the EU after the adoption of the
directive.?> These Member States used vari-
ous forms of wording in their declarations:
some are to postpone retention for 36 months
following the adoption of the directive, others
for 18 months from the incorporation of the
directive into their national legislation (which,
very probably, will not coincide with the 36
month-period) and others have included no
specific period of time in their declarations.
The first EU Member-State to implement the
directive is Slovenia, which has opted for a
retention period of not less than 24 months.
However, most countries (e.g., Denmark and
the UK) seem to have chosen a retention

period of 12 months. The Dutch draft for the
implementation of the Data Retention Directive
asked for data retention for 18 months, but
this choice was criticised by the Dutch Data
Protection Authority, which claimed that the
proposed period had not been demonstrated
satisfactorily?6. Germany has opted for the
minimum retention period of six months.

3.5.2. Extension beyond the maximum pe-
riod of 24 months: when and for how long?
The Data Retention Directive allows Member
States to extend the maximum retention
period, when facing particular circumstances
(Art. 12 DRD). As soon as they take such a
measure, they are to notify the European
Commission and inform other Member States
of the measures taken, indicating the grounds
for introducing them. Within six months
the Commission shall approve or reject the
imposed national measures.

Article 12 (3) further describes the impact
which these measures may have in the reten-
tion of data at European level. Following the
approval of the abovementioned national meas-
ures which derogate from the provisions of the
Data Retention Directive, the Commission may
examine possible amendments to the directive
itself. This provision is to be used “exceptionally
and prudently”, since it can be used as a ‘Trojan
horse’ for future radical adaptations to the Data
Retention Directive [3].

3.6. Who can have access to the
retained data

The retained data shall be provided only to
the competent national authorities in specific
cases and in accordance with national law,
according to Art. 4 DRD. Working Party 29,
in order to avoid confusion regarding which
authorities fall under the term ‘competent
national authorities’, proposed the creation of
a list of designated law enforcement services
which should be made public.?’

In France the relevant legislation allows only
judicial authorities, together with police
forces, to access the retained data.?® However
in the UK the situation is not so clear. The
Regulation of the Investigatory Powers Act
2000 (RIPA) provides that ‘relevant public
authorities’ can access the retained communi-
cations data. The Regulation of Investigatory
Powers (Communications Data) Order 2003
allowed a large number of official bodies to
have access to retained data [41.

Access to retained data is an attraction pole
not only for national public authorities, but
also for countries outside the European Union
who will attempt to access these data. During
the EU-US Informal High Level Meeting on
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Freedom, Security and Justice which took
place in Vienna the USA expressed interest
in obtaining access to the data to be retained
according to the Data Retention Directive?®.

3.7. Impact on the industry

The retention of data as described in the
Data Retention Directive imposes severe
obligations on providers. The providers must,
inter alia, comply with four fundamental
obligations laid out in Article 7 DRD. They
must ensure that the retained data are of the
same quality and subject to the same security
and protection as those data on the network.
Furthermore, the data shall be subject to
appropriate technical and organisational
measures to protect them against accidental
or unlawful destruction, accidental loss
or alteration, or unauthorised or unlawful
storage, processing, access or disclosure.
Appropriate measures shall also be taken in
order to ensure that they can be accessed by
specially authorised personnel only. Finally,
all other data, except those that have been
accessed and preserved, shall be destroyed
at the end of the period of retention.

This last obligation could be further interpreted
as the beginning of the Odyssey of the providers
regarding the deletion of data. Although such
an obligation already existed in data protection
legislation, the industry players were not very
vigilant in deleting data, especially given the
tolerance shown by the Supervisory Authori-
ties. The Data Retention Directive, however,
obliges the providers to delete the data fol-
lowing the end of the retention period. This
could be translated in simple language as an
obligation for the providers to erase (or make
anonymous) the data that are needed for billing
purposes after the end of the period specified in
national legislation. However, if some of these
data fall under Article 5 of the Data Retention

Notes

Directive, the provider is to retain them and
delete them finally following the end of the
retention period.

As early as August 2005, the German
Industry issued a paper with ‘Demands for
a Debate on Europe-wide Compulsory Data
Retention’®, asking for the full reimburse-
ment to industry of the costs of any data
retention - to cover both investment costs
as well as operating costs®. The solution
given by the directive totally fails to fulfil this
request in that the directive does not provide
for the reimbursement of any additional costs
incurred by the industry in order to comply
with data retention legislation.

However, the European Commission has
expressed the opinion that ‘reimbursement
by Member States of demonstrated additional
costs incurred by undertakings for the sole
purpose of complying with requirements
imposed by national measures implementing
this directive for the purposes as set out in
the directive may be necessary’®. A similar
provision was included in Art. 10 of the
Commission’s proposal for the Data Reten-
tion Directive, but was deleted from the final
text. Although such reimbursement could,
therefore, be granted as legitimate state aid,
and so fully comply with Articles 87 et seq.
of the EC Treaty, the Member States are not
obliged by the Data Retention Directive to
reimburse these costs.

In addition to the additional operating costs
which European providers suffer, users
might also become more sceptical of using
the offered services. For example, a privacy-
sensitive user would prefer to use a provider
established outside the EU as opposed to a
European one, as the former will not retain
so much of his data [5].

A further point of criticism of the directive is
the fact that it does not take into considera-
tion the particularities of the internet. The

typical internet-user leaves a ‘trail’, creating
traffic data which can reveal much more
information about his habits and interests
than data on a person who was contacted
by telephone.® Moreover, the volume of
Internet data created is extremely large and
providers will need adequate systems with
enough storage capacity in order to store and
organise the data to be retained®.

4. Conclusion

Even though it takes great care and effort
to build a house of cards, it may collapse
or tumble down at any moment. Concerns
for the directive in question are similar.. Its
final adoption might, after all, not be the
final step in establishing a common data
retention regime among EU Member States:
national courts may ‘challenge’ the directive,
a scenario which seems very realistic in the
case of Germany under the influence of the
jurisprudence of its Constitutional Court.
Ireland has already challenged the directive
before the European Court of Justice, arguing
that the retention of traffic and location data
should have been regulated via a Council deci-
sion under the Third Pillar. This argumentation
seems to have strengthened recently after
the PNR Judgement of the European Court
of Justice® which gave a new interpretation
of the use of personal data for law enforce-
ment purposes. Pursuant to the reasoning of
the Judgement, data processing necessary
for safeguarding public security and for law
enforcement purposes falls within the excep-
tions listed in Article 3(2) Data Retention
Directive®, and so the European Community
is not competent to regulate such issues under
the First Pillar. This Judgement may have an
impact on the Data Retention Directive, should
the Court be required to pronounce on the legal
basis of the directive.>
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1. Introduction

The Data Retention Directive! imposes obliga-
tions on providers to retain traffic and location

The author works as research assistant at the Depart-
ment of Information Technology Law and Intellectual
Property Law, Vienna University of Economics and
Business Administration

E—

data. The data in question relate to the use of
mobile and fixed telephony as well as to the Inter-
net communication of all users. The main aim is
to ensure that data are available for the purposes
of investigating, detecting and prosecuting seri-
ous crimes, as defined by national law.

This is obviously a paradigm shift. In 2002
there came into force the Directive on Privacy
and Electronic Communication?, whose aim

was to ensure user privacy regarding specific
risks arising from new technologies. As a gen-
eral principle, the quantity of personal data nec-
essary should be limited to a strict minimum,
and so the existing legal framework explicitly
protects citizens' privacy and personal data and
provides for the deletion of traffic data once no
longer needed for the purposes of conveying
communication or billing.
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