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Some Notes on Current Paradoxes in 
the Law on Personal Data Protection*

1. Introductory note

Teleology is the core of any legal regulatory 
instrument. As legal language has limits, we 
often need to use a purposive interpretation 
to focus the mind of the lawmaker in respect 
of the meanings of particular black-letter law 
terms. Unlike as in Czech law and in some 
other legal systems, EU law uses recitals to 
clarify the intention of the lawmaker and so 
the recital to Directive No. 95/46/EC plays 
the key role in the interpretation of EU and 
national data protective regulations.
It is not the writer’s intention to analyse the 
particular provisions of the Directive and con-
front them with its aims. Rather, the intention 
is to offer a brief summary of recent experience 
with the development and application of data 
protection laws with reference to their most 
basic and most general teleology. The reason is 
to emphasise the emerging need for questions, 
even very basic ones, to be asked frequently – in 
fact, whenever we speak about this area of legal 
regulation, its methods and instruments.
In many cases, we are simply used to analyse 
and process the existing legal norms without 
feeling a need to question their legitimacy or, 
in other words,  the reason for their existence. 
As noted by one of Europe’s leading legal 
philosophers, Gustav Radbruch, the law is 
destined to serve three main purposes, i.e. 
certainty (safety), fairness (whatever that 
might mean!) and welfare1. Another highly 
influential legal theoretician, Lawrence Lessig, 
keeps the task even more simple (and more 

metaphorical), when he speaks about the 
need for the legal regulation to “do good.” 
In the last part of his book “Free Culture”, 
Lessig argues that2: ‘The law should regulate 
in certain areas of culture - but it should regu-
late culture only where that regulation does 
good. Yet lawyers rarely test their power, or 
the power they promote, against this simple 
pragmatic question: “Will it do good?” When 
challenged about the expanding reach of the 
law, the lawyer answers, “Why not?” 
We should, rather, ask, “Why?” Show me why 
your regulation of culture is needed; show me 
how it does good – and, until you can show 
me both, keep your lawyers away.’
In both cases, Radbruch and Lessig argued 
that we need to ask whether the particular 
law makes sense or not, and so the writer 
decided to attempt to confront the recent reg-
ulatory personal data protection framework 
with the very basic question: does it serve 
the purpose of certainty/fairness/welfare, or, 
in Lessig’s words, does it do good?
Firstly, we shall define what we mean by ‘doing 
good’ in terms of personal data. The answer to 
is to be found in articles 1 and 2 of the recital 
to the Directive.  They read as follows:
‘(1) Whereas the objectives of the Com-
munity, as laid down in the Treaty, as 
amended by the Treaty on European Union, 
include creating an ever closer union among 
the peoples of Europe, fostering closer rela-
tions between the States belonging to the 
Community, ensuring economic and social 
progress by common action to eliminate the 
barriers which divide Europe, encouraging the 
constant improvement of the living conditions 
of its peoples, preserving and strengthening 
peace and liberty and promoting democracy 
on the basis of the fundamental rights rec-
ognized in the constitution and laws of the 

Member States and in the European Conven-
tion for the Protection of Human Rights and 
Fundamental Freedoms;
(2) Whereas data-processing systems are 
designed to serve man; whereas they must, 
whatever the nationality or residence of 
natural persons, respect their fundamental 
rights and freedoms, notably the right to pri-
vacy, and contribute to economic and social 
progress, trade expansion and the well-being 
of individuals.’
We can, in fact, extract from the recital the 
main aims of the Directive, which are:
1) to create a safer environment for indi-
viduals,
2) to protect individual rights and freedoms,
3) to remove barriers to the further integration 
of Europe, and
4) to enable economic progress.
The main part of the essay attempts to address 
some of the recent tensions between these 
aims and the praxis of the data protection 
concept, and the author thought it rational to 
show these as regulatory paradoxes.

Paradox 1: safety and fear

National government Acts adopting totally 
new patterns of protection, as required by the 
Directive, came into force in many European 
countries almost literarily overnight. In this 
way the introduction of personal data protec-
tion (PDP) legislation was widely promoted 
by various public and private institutions in 
order to ensure that the majority of people 
would be sufficiently informed of their new 
rights relating to their personal data. 
There is no doubt that, from the legal stand-
point, the new protective legislation gave 
individuals more means of protecting their 
privacy and discretion (their freedom to 
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act). What should, however, be evaluated is 
whether, in fact, the beneficiaries of the new 
regulations both are and feel safer - rather 
than the changes in their legal position.
Despite the fact that no up-to-date, official 
public surveys are available, it is not difficult 
to guess that what resulted from adopting this 
legislation and from its promotion was less a 
sense of safety and rather one of anxiety. The 
chain of logic used by the man in the street to 
interpret these new measures is likely to be:
1) there is new legislation protecting my 
personal data;
2) the value and relevance of my personal 
data must have grown;
3) the reason for protection is obviously a 
higher risk of the abuse of my data;
4) I need to look after and protect my personal 
data more carefully.
In this way, adopting the new protective 
legislation had an effect very different from 
the creation of a safer environment for Euro-
pean citizens. As many authors observe, the 
protective legislation developed the concept of 
individual rights to personal data similar to the 
concept of property3. It is, therefore, obvious 
that the new form of (value) ownership implies 
new psychological needs for self-protection, 
observance and, consequently, a fear of what 
will happen ‘if I am not vigilant enough’.
In the case of many services of the infor-
mation society, the providers had to start 
asking their users for permission to collect 
and use their personal data. This obligation, 
once again, did not create public trust, but 
rather raised suspicion and doubt over what 
negative effects might affect the individual in 
question if permission were given.
As a result, we can draw the partial conclu-
sion that there was, in fact, no basic change 
to the value of personal data with the intro-
duction of the new protective legislation, the 
solitary change appearing in the form of legal 
(administrative) protection. Notwithstanding 
this, the reaction of the public was, logically, 
one of fear and even hysteria.

Paradox 2: subjective values 
and objective regulation

The limits of privacy and discretion are 
objectively identifiable, but “ad hoc” always 
depends on individual circumstances. More 
than a hundred years ago, in one of the most 
influential publications on the protection of 
privacy, Samuel Warren and Louis Brandeis 
named privacy simply as the ‘right to be left 
alone4’. This, more or less metaphorical, 
expression was later amended by numerous 
concepts always emphasising both the legal 
and ethical dimensions of privacy5. 

In any case, determining the particular bounda-
ries of privacy and, consequently, the limits to 
causes of actions depend always on the extent 
to which it is reasonable or desirable to ‘leave’ 
the particular individual ‘alone’, and so it differs 
greatly whether we speak about the privacy of a 
university professor, a politician or a porn-star.
The privacy protection measures which are 
incorporated mostly to the central codes of 
civil laws fully reflect the above features of the 
construction of privacy and essentially rely on 
the social position of the individual in question. 
It is then necessary to prove that the particular 
infringement is real, i.e. that the conduct violates 
the private sphere of the particular person.
If we focus on personal data, there is no doubt 
that they form one of the key elements of the 
concept of privacy.6 However, unlike the pri-
vacy concept in itself and its other elements 
such as secrecy, intimacy, etc., the recent 
administrative protection of personal data is 
strictly objective. In other words, protection 
in no way depends on whose personal data 
are being used or abused. Paradoxically, there 
is even no need for the existence of real harm 
to someone’s privacy in order to establish a 
reason for administrative action against a 
subject dealing with personal data. 
Moreover, when there is real harm or an 
infringement of someone’s privacy caused by 
an abuse of personal data, defence is possible 
using the existing concepts of tort or civil 
delict. Whenever such an abuse emerges, it is 
also possible to receive active state protection 
under the penal law. Consequently, we can 
conclude that the objective administrative 
protection of personal data can be regarded 
either as redundant or ‘overprotective’, i.e. 
going beyond the protection of privacy. 
In the first case, we might ask whether it is 
really necessary to invest public money into 
new administrative measures which can 
already be altered by existing legal instru-
ments. In the latter case, we can question 
the reasons for protecting personal data when 
privacy is neither infringed nor threatened.

Paradox 3: integration and 
diversity

The regulatory model used for protecting 
personal data is based on directives and their 
adoption into national law. This model should 
ensure the development of generally applicable 
standards whilst allowing individual states suf-
ficient opportunity to fine-tune the particular 
regulatory provisions in accordance with local 
social norms, custom and usage etc.
In the case of objective administrative regula-
tions, their key element is the axiom, the basic 
principle, and their actual meaning. The law is, 

of course, not to be understood as a simple axi-
omatic deductive system.7 However, certainty 
based on the clear and accepted meaning of 
the words of the law is crucial in the area of 
administrative regulations. 
In respect of the law on data protection, the 
key principles are obviously ‘personal data’ 
and the ‘processing of personal data.’ In order 
to prevent differing interpretations, the EU 
decided to define the meaning of the basic 
term ‘personal data’ in Article 2(a) of the 
Directive. Despite the fact that the definition 
is contained in the directive and in national 
law, there arise numerous practical questions 
over what is, in fact, considered as “personal 
data”. We understand that, currently, over the 
whole of Europe, there are diverse interpreta-
tions as to whether it is possible, for example, 
to describe as personal data:
• internal personal identification numbers 
used in organisations such as companies,
• IP addresses single-user computers,
• personal opinions concerning individuals (‘I 
think she must weigh at least 80 kg!’)
• personal cell-phone numbers,
• unverifiable identification data entered 
anonymously (such as those required for 
various free internet services)
• data of deceased persons8

Besides differing interpretations of the key 
term ‘personal data,’ there are substantial 
differences among national laws in their fur-
ther attempts to distinguish amongst various 
categories of personal data with their specific 
forms of treatment. Whilst some laws do not 
distinguish among categories of personal 
data9 and some make a simple distinction 
between “personal” and “sensitive personal” 
data10, on occasion we can find distinctions 
among multiple categories such as ‘personal 
data’, ‘sensitive personal data,’ ‘private per-
sonal data11’ or even ‘judicial data12,’ ‘special 
data’ or ‘criminal personal data13’.
To summarise this paradox, we can state that 
the differences in interpretation and even in 
basic legislative measures give data protection 
in Europe important country-specific features. It 
then varies from one country to another whether 
certain data are considered as personal data and 
what is the legal framework for their protection. 
Moreover, the administrative procedures con-
cerning registration, fees, information rights, etc. 
also differ, and the overall effect is to force busi-
nesses to develop country-specific policies and 
citizens to be aware of different standards.

Paradox 4: competitiveness 
and constraints

Various businesses have no other option but 
to handle numerous types of personal data in 
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their everyday business. Regardless of whether 
we speak of the data of employees, partners or 
consumers, the data have to be regularly col-
lected, processed and communicated in huge 
quantities in order to keep the business running. 
Whenever new administrative constraints or 
additional legal requirements appear, this 
means additional costs for the business (at 
best) or disruption (at worst). We should also 
make brief mention of certain situations which 
meant, and still do mean, significant problems 
for any commercial activity:
• Uncertainty,
• Unreasonable strictness,
• Unclear outsourcing requirements and
• Unclear processing requirements.
As the legislation itself, and, consequently, 
the government departments administering 
personal data protection are all newly estab-
lished, the first constraint for companies was 
visible initial total uncertainty. In most of the 
practical examples of gathering and processing 
personal data in business, the answers to the 
simplest of questions were not to be found in the 
legislation, and so the company had to predict 
the way in which the regulations would be 
applied and wait either for official advice or for 
themselves or others to be penalised. This effect 
was multiplied where companies operated in 
more than one European country.
The definition of “personal data” is relatively 
broad, the protection measures enacted are 
strict and administrative procedures are compli-
cated. Consequently, data protection becomes 
a dangerous weapon which can cause harm 
even intentionally to a company. Using the 
example of the Czech Republic, most of the 
investigations carried out by the Office for the 
Protection of Personal Data are undertaken on 
the office’s own initiative, but on the basis of 
information frequently made by:
• Habitual  complainers,
• Business competitors or
• Disaffected ex-employees 
Almost immediately following the adoption of 
national data protection legislation, problems 
emerged relating to outsourcing services and the 
collection or processing of personal data (with 
companies, the data mostly relating to employ-
ees and customers). In many cases, the legal 
requirements imposed on the quality of transfer 
destinations and service contracts necessitated 
large-scale investment and even brought about 
the closure of certain business activities.
Some of these problems mainly relating to 
local requirements for protection standards 
have already been solved, at least partially, 
but the EU had to soften their initial require-
ments and, as we say in Czech, “blink” 
by, as one example, allowing transfers to 
semi-privately or even privately created ‘safe 

havens14.’ However, there still remain ques-
tions over the requirements concerning the 
quality, reviewability and enforcement of data 
transfer contracts. In particular, and by way of 
example, we are still not sure whether:
• a company is obliged to sue the contracted 
data processor in the event of an infringement 
of the contract,
• the data subject is entitled to sue the 
contracted data processor directly,
• the data subject is entitled to sue the com-
pany for a breach of the contract committed 
by the contracted data processor or 
• the state administration in the company’s 
country of domicile is entitled to impose   
sanctions in the event of a breach of contract 
by the contracted data processor
As in the case of contract processing of personal 
data, the requirements for the internal transfer 
of data to non-EU countries represent a major 
constraint for many multinational companies. 
A ban on the transfer of data to other countries 
might mean serious problems for attempts to 
concentrate activities and to enjoy the benefits 
of distributed task management. In addition, the 
requirements relating to protection standards in 
the destination country apply not only to cases 
of simple data transfer, but also to any access 
to the data (including technical maintenance 
of the information infrastructure).
Summarising this paradox, we can conclude 
that data protection meant, and in certain 
respects still means, a competitive disadvan-
tage for European multinationals. Residual 
uncertainty, complicated and country-specific 
administrative procedures and unclear rules for 
the movement of data between jurisdictions 
causes serious concerns and the need for high 
investment, especially in the multinational com-
pany sector. This may lead to a weakening of 
their competitive ability in the global market.

Paradox 5: strictness and 
benevolence

The legal definitions of “personal data” are ob-
jective and relatively broad. The administrative 
procedures are strict and formal. Consequently, 
we soon understood that, in practice, in many 
cases it simply makes no sense to require the 
controllers or processors of personal data to 
register at data protection offices and to require 
the consent (even, in some countries the written 
consent) of the data subjects for collecting and 
processing their personal data. 
Whenever the black letter law is too harsh or 
does not make sense, it is, especially in the 
case of the administrative law, possible to 
assume the broadest of interpretations and to 
argue even for an interpretation contra verbis 
legis15.However, objecting to the wording of 

the lawmaker puts state institutions in a deli-
cate situation and always requires a sufficient 
level of legitimacy and perfection in argumen-
tation16. Consequently, such an interpretation 
has to be adopted by high-level state bodies 
engaging in the authoritative application of 
the law, i.e. mostly by High Courts.
In the case of personal data protection, we 
note that various data protection authorities 
are now in fact deploying very reasonable and 
enlightened policies in respect of the interpreta-
tion of the very broad and strict data protection 
legislation. This benevolence on the part of data 
protection offices, in fact, allows many laudable 
activities to exist and develop, something which 
would never be possible if the data protection 
laws were fully applied.
There is, for example, a non-commercial, 
anonymous chat server operated by one of the 
writer’s former students. The users, mostly uni-
versity students, can (although need not) reg-
ister using their names and personal university 
numbers. These data, without doubt, fall into 
the category of ‘personal data’ and the subject 
collecting them is administratively liable for all 
the subsequent duties. However, the founder, 
rather than registering at the data protection 
office, took up the ‘phone and rang the Office to 
ask whether there was really any need for him 
to register there. He was questioned about the 
size of the server, the most common discussion 
topics, the type of user and a number of other 
features and was finally advised that registration 
was not really necessary. 
Obviously, it does not matter how many users 
the server has, what the topics are or who the 
users are – at least from the legal point of view 
when considering obligations arising from the 
data protection legislation. Equally obviously, 
it would make no sense to require my former 
student to register at the Office. The problem is 
that, in this case it was neither the lawmaker 
who allowed the uncontrolled processing of 
personal data, nor a judge, but a clerk.
The paradox here is not to be seen in the 
difference between a strict and a benevolent 
application of the law (such tension occurs in 
many other legal areas and the law has already 
developed sophisticated methods of dealing 
with it). The paradox is rather to be seen in the 
difference between the factual weakness of the 
lawmaker and the powerfulness of a clerk17.

Concluding remarks

It might seem from the above text that I do 
not like the recently applicable data protec-
tion provisions of the European and national 
laws. Frankly speaking, I do not. 
However, this article was not aiming to 
demonstrate that the administrative protec-
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tion of personal data makes no sense; its 
aim was, rather, to point out that substantial 
questions remain unanswered over the basic 
conceptual features of the recent regulation 
and its European background. 
Instead of discussing the real basics of the data 
protection regulations, their purpose and effects, 
we often tend to analyse only internal questions 

and problems. However, the concept is not so 
well-grounded in the legal system and in legal 
practice that we need to ask “Why should we 
not have this regulation.” Instead, we should ask 
(analogically to Lessig’s question about intellectual 
property rights): “Why should we have it?”
Personally, I think that there are, in fact, 
very solid grounds for argument in favour 

of the administrative protection of personal 
data. However, in order to reach the desired 
legitimacy at European and national level, 
the regulatory model needs to be confronted 
with these paradoxes and, consequently, 
reshaped. Otherwise, there is a danger of 
a conflict of validity18 in which the law can 
never succeed.
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In March 2006 the European Union adopted 
a directive on the retention of traffic and 
location data which aimed to put an end to 

a vigorous debate on this issue among Euro-
pean Union institutions, industry players and 
privacy advocates. In this paper we shall offer 
a critical analysis of the detailed provisions of 
the directive in the light of the implementation 
procedures in the various Member States. 

1. Introduction

The retention of traffic and location data has 
been at the centre of discussion for several 
years within the European Union. Notwith-
standing the existence of major differences in 

the approaches to the issue among the bodies 
of the European Union, privacy advocates 
and industry players [1], the European Union 
adopted in March 2006 a directive1 to regulate 
it. However the debate regarding telecom-
munications data retention did not appear 
to stop. Ireland has challenged the directive 
before the European Court of Justice2, arguing 
that the legal basis chosen for its adoption was 
not correct and that the relevant legal instru-
ment should have been taken under the Third 
Pillar. The directive should be transposed into 
national law by the 15th of September 2007, 
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